Common Cyber Threats

CyberSecurity Awarenesst Month

The purpose of this risk management document is to help credit unions with definitions, examples and
prevention tips for common cyber threats and attacks. This document reviews:

e Malware;
e Phishing;
e SMShing;

o Business E-mail Scam;

e Ransomware;

e Pharming; and

e Man-in-the-middle Attacks.

Employees are a Credit Union’s Best Defence

Educating credit union employees and engaging them in cyber security is crucial in trying to
successfully fend off cyber threats and breaches. Employees of an organization are regularly targeted
as fraudsters look to exploit human error, one of the easiest ways to gain access to your devices,
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Malware

Malicious software designed to infiltrate or damage a computer system, without the owner's
consent. Common forms of malware include computer viruses, worms, Trojans, spyware, ransomware
and adware.

Example: Fraudsters send spam e-mails, trying to trick their victims into opening a malicious e-mail
attachment. When the attachment is opened, malware becomes embedded into the victim’s computer.
This malware begins to harvest information from the computer that will later be used for fraud and identity
theft.
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Phishing

An attempt by a third party to solicit confidential information from an individual, group, or organization by
mimicking a usually well-known brand, usually for financial gain. Phishers attempt to trick users into
disclosing personal data, such as credit card numbers, online banking credentials, and other sensitive
information, which they may then use to commit fraudulent acts

The term “Spear-Phishing” is used when a specific individual is targeted to be exploited; the attack is
tailored to this individual.

Example: Fraudsters send out mass e-mails to potential victims, imitating a well-known financial
institution. The e-mail asks the recipients to click on a link provided within,_ where they are asked to enter
personal banking information. The fraudsters collect and record their victims’ information, gain access to
their online banking and fraudulently e-transfer money out of the victims’ accounts.
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SMShing

A form of "Phishing” that targets mobile phones. Fraudulent SMS messages (text messages) are designed
to induce users to reveal personal or financial information via the mobile phone.

Example: Many of these SMShing attacks are very similar to e-mail phishing. You receive a text message
on your cellphone from an unknown number. The sender of this text is claiming to be a financial institution
and has provided a link, asking you to sign into your account. The banking information entered is collected

for fraudulent purposes.
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Business E-Mail Scam / CEO E-mail Scam

Criminals use this scam to trick employees into electronically transferring large sums of money to
fraudulent accounts.

Examples:

o Criminals compromise or imitate the e-mail account of a credit union manager or employee of the
credit union. The criminals use this hijacked or imitated email account to direct credit union staff to
wire transfer money to an unknowingly fraudulent account.

e Creating fraudulent invoices that appear to be from your credit union’s usual and legitimate vendors
/ suppliers. These fake invoice requests will ask for the wire transfer payment to be sent to an
alternative account which belongs to the criminals.
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Ransomware

Software that denies you access to your files until you pay a ransom.

Example: A victim has clicked on a link in an e-mail from an unknown sender. A pop-up appears on the
victim’s screen notifying them that their computer is being held hostage. A hacker has blocked access to
all programs and files with the use of encryption, and won'’t release the computer until a bitcoin ransom

fee is paid.
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Pharming

Redirecting users from a legitimate website to a bogus copy, allowing criminals to steal the information
users enter.

Example: You have been forwarded a webpage from a reputable online retailer. The website looks
legitimate, but a fraudster has created a very convincing replica. The intent of the website is to collect
credentials, plastic card information and banking information when you go to checkout for the items you

have “purchased” (but won't receive).

i HowitolRreotectielunselffandMoelrCreditiUnion:

FookiatithelURIS(Websiteraddress)iwheniputtingipersonaliinformationfintoiwebsitesiCheck
tolseelifitheinamerofithelcompanylisispelticonrectlyroriifithererareranyiadditionalicharacters

inithelwebsitefaddress:
AtwebsiteistURIEshouldistantwith® HIIRS# (versus HIRPY)iwhentye urare promptedito
enterpersonallinformation:Thes* meanstthelwebsitelisisecure®Y.oulmay alsollookifora
padlockiiconiwhichlalselindicatestthatiwebsitellisesiencnyptionisecunity:




Man-in-the-Middle Attacks

A man-in-the-middle attack reroutes a communication between two connections, for the purposes of
monitoring, stealing or altering the information.

Example: You go to a local coffee shop for a break from work. At the coffee shop you sign into their free
public wi-fi and decide to log into your online banking and check your account balance. This public wi-fi
has been compromised by fraudsters though, who are stealing online credentials by picking up
confidential information as it transmits through the internet network.
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